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Abstract

The main objective of the article is to prove the need for the state to have a centralised legal strategy to ensure the protection of 
state interests on an international level during a hybrid conflict. Centralisation of control and the planning and implementation 
of legal actions on an international level are core elements of such a strategy, especially for actions under the jurisdiction of inter-
national institutions. This article provides an analysis of treaties and of the practice of adjudication in Ukraine during the con-
flict with the Russian Federation. The findings of the study show that the legal dimension of hybrid conflict has some sub-levels: 
legal actions of states in hybrid conflicts taken at interstate level; the level of enterprises controlled by the state; and the private 
level. The practice of Ukraine shows that the exercising of a multilevel legal encounter during a hybrid war faces a number of 
problems including the intersection of actions (sometimes even direct conflict), even among authorities involved in the legal pro-
tection of state interests; and problems with collecting and analysing the information necessary to protect state interests in the le-
gal dimension; state authorities that are not directly involved in a legal encounter may exercise actions which will complicate the 
legal position of the state. One of the first steps taken by the state in a hybrid conflict is, therefore, to create special authority or 
entrust an existing one with the coordination of the functions of lawfare. The next step of such an authority is the strategic “pro-
gramming” of the opponent’s legal actions with the aim of achieving an advantage in the legal dimension of a hybrid conflict.
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Introduction

The issues related to Ukraine’s legal encounters with the Russian Federation have been 
a matter of scientific dispute since Ukrainian independence. The need to investigate 

this phenomenon was evidently confirmed by numerous examples of international legal 
actions taken by both states in the international arena. This situation was considered, 
however, as part of the normal legal encounters between states having international rela-
tions. The discussion continued in this direction even after the beginning of the armed 
conflict in 2014 (Ukrainian Association of International Law, 2014). At the same time, 
further activity by the Russian Federation brought into question the crucial legal di-
mension of an encounter with Russia (together with the need to comprehend lawfare in 
general and the use of legal means in contemporary state conflicts). Some scholars stated 
that “lawfare” or “legal operations” are, in essence, special operations of intelligence au-
thorities and that specialists in international relations and international security should 
investigate them not international lawyers (Ukrainian Association of International Law, 
2016). Subsequent years of the armed conflict demonstrated, however, that the legal 
dimension of encounters during contemporary international conflicts are important, 
sometimes even one of foremost importance. Lawfare needs to be investigated from the 
position of contemporary international law.

Lawfare as part of hybrid warfare 

From the theoretical stand point, investigation of lawfare should be carried out in 
the general context of hybrid warfare. When speaking about hybrid aggression, a 

lot of scholars stipulate that one of its distinguishing issues is the unique combination 
of threats aimed at the most sensitive spheres of activity of the victim of aggression. 
This unique characteristic is explained by the fact that in each case of hybrid aggres-
sion, a specific combination of economic, international, diplomatic, psychological and 
military pressure is used against the victim (Hoffman, 2007). Due to this it is hard to 
make its precise definition. Moreover, some scholars in their overview of contemporary 
attempts to define “hybrid warfare” state that its comprehending mostly varies over its 
understanding as fancy and meaningless or revolutionary but evasive in its conceptu-
alization. On their view this term is very broad and it can encompass a lot of elements 
of modern non-linear threats which can be simple described as contemporary warfare 
(Johnson, 2018). Respectively it is not necessary to emphasise on components and defi-
nition of “hybrid warfare” as this approach will lead into tactical encounter with this 
phenomenon and missing of strategic goals in contemporary warfares. Nevertheless, 
taking into account aim of this investigation it is necessary to mention that in trying to 
define hybrid warfare, scholars suggest that hybrid warfare is the use by the enemy of 
political, military, economic and information resources, conventional weapons, gueril-
las and terrorists, and means of diversion in different combinations. These means can 
be used as a combination of actions implemented by states and non-governmental 
institutions (Glenn, 2009).

Such components are specified as parts of hybrid warfare: information and propaganda; 
political and diplomatic; economic and trade (for instance, through corruption and lob-
bying); energy and infrastructure; intelligence, including sabotage and guerilla methods 
of warfare; operations of regular military forces; and limited usage of tactical nuclear 
weapons (Magda, 2018, p. 34).

Summing up these characteristics, Yevhen Magda defines hybrid warfare as a set of pre-
pared and promptly implemented actions of the military, diplomatic, economy-based, 
and informational type that are aimed at achieving strategic objectives. Its key goals are 
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the subordination of one nation’s interests to another in terms of the formal preservation 
of the political system of the sacrificial country (Magda, 2018, p. 34). 

On the other hand, Nicu Popescu (2015) defines hybrid warfare as types of military 
actions in which the aggressor does not use classical invasion but suppresses the op-
ponent by using a combination of secret operations, diversions, cyber warfare and by 
giving support to rebels active within the territory of the opponent. It may also include 
the spreading of disinformation, the exercising of economic pressure and threats to the 
supply of energy resources. 

Research scholars are unanimous in agreeing that hybrid warfare is an objective phenom-
enon of contemporary international relations with a lot of components and there is no 
sense in ignoring it (Almang, 2019; Caliskan, 2019; Rajkovic, 2020). 

Among the proposed definitions and components of hybrid warfare, it is necessary to 
emphasie two issues that are general and important for our future investigation. Firstly, 
hybrid warfare can be implemented on different levels: the interstate level and by using 
non-governmental institutions. Secondly, it may embody a unique combination of ac-
tions in different spheres of social relations. The scholars do not generally state that law-
fare is a separate element of hybrid warfare. However, some investigations separate lawfare 
in the actions of some states (Lee, 2014). 

Lawfare: its components and levels

In contemporary international relations, lawfare is an integral part of hybrid warfare 
(McKeown, 2015). The understanding of “lawfare” is not uniform, however, and needs 

to be clarified. The first definition in the scientific literature was proposed by Charles J. 
Dunlap, namely that lawfare is a strategy for the use or misuse of law instead of conven-
tional legal means that aims to achieve operational advantages (Lawfareblog, no date), in 
other words, the use of law as a weapon of war (Munoz and Bachmann, 2016). Charles 
J. Dunlap expanded this idea and suggested understanding lawfare as the exploitation of 
real, perceived, or even orchestrated incidents of law-of-war violations being employed as 
an unconventional means of confronting a superior military power (Scharf and Andersen, 
2010). There are a lot of notions in contemporary science that consider lawfare in this 
way. For example, lawfare is a misuse of the law to achieve a military objective and to 
undermine the legal framework (Beck, 2014).

These definitions actually try to represent lawfare in a narrow sense: these ideas are lim-
ited only by international humanitarian law and the use of legal means in the context 
of military activity alone. As an example of an attempt to define lawfare through other 
spheres of interstate encounters, it is necessary to mention that lawfare is the use of inter-
national law and legal procedures with the strict aim of making a claim against another 
state, especially in spheres connected with national security (Scharf and Andersen, 2010). 
In other words, in this case, we are talking about the manipulation of law – its usage for 
purposes for which it was not created. 

It appears that it is better to define lawfare in the broad sense as use of law aimed at 
delegitimising the actions of an opponent (or legitimising one’s own) and to tie up the 
time and resources of the opponent and achieve advantages in military activity or in any 
sphere of social relations. Contrary to other notions of lawfare, which (as was stated) are 
limited only by international humanitarian law, the proposed definition refers to general 
usage of law in international relations as lawfare. Taking into account the experience of 
the Ukraine – Russia armed conflict, this understanding of lawfare seems to be more 
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appropriate. Advantages in military actions are not a single aim of lawfare. It may try to 
achieve other goals and also be a totally separate dimension of hybrid warfare (Mosquera, 
Bachmann and Bravo, 2019).

As previously mentioned, hybrid warfare can take place on different levels: the interstate 
level and with the involvement of non-governmental institutions. This division is also ap-
plicable for lawfare. Contemporary practice shows that  both dimensions can be used in 
lawfare, which, taking into account the peculiarities of international legal relations, can 
be divided on three levels: legal actions on the interstate level; legal actions on the level 
of state enterprises; and legal actions among private persons. The last two levels are coun-
terparts of the dimension of hybrid warfare with the involvement of non-governmental 
institutions and taking into account the peculiarities of the legal status of said persons in 
national legal systems. In addition, lawfare can be implemented on the international legal 
level and on the level of national legal systems, with the involvement of adjudicational 
and other international and local institutions. 

Lawfare as an objective international legal  
phenomenon. Positive and negative  

connotation of the notion

The investigations mentioned put forward two additional questions: is it necessary 
to investigate such a phenomenon as lawfare? and what connotation does it have – 

positive or negative? It appears that in practice, these discussions do not take into account 
that lawfare is an objective phenomenon which needs to be investigated per se without its 
essence being qualified. In national legal systems (especially in procedural branches) there 
is a widely used term – legal sabotage. This notion is understood as distractive actions 
performed via misuse of procedural rights that complicate the position of the opponent 
in a legal dispute as much as possible with the aim of winning the legal dispute or damag-
ing the opponent’s interests. An example is a practice which is widely used by Ukrainian 
lawyers – presentation of a counter-memorial on the day of court hearing that creates an 
obstacle for the plaintiff to normally defend its position in the court. In precedent sys-
tems of law, “burying of evidence” can be presented as a similar example – providing of 
evidence together with a huge quantity of irrelevant accompanying materials that makes 
it hard for the opponent to evaluate the case properly. These practices are widely used in 
national legal systems, without us analysing whether they are positive or negative. The 
only issue under discussion is that such actions are not transformed into a manifest legal 
offence (Filho, Farias and Oliveira, 2017). When we are talking about lawfare on the 
interstate level, actions implemented by states that embody the essence of this practice are 
an objective phenomenon that needs to be investigated impartially, for instance without 
analysis of whether they are positive or negative, and especially taking into account that 
the main aim of lawfare is to prove that any actions of state are within international law. 
Any discussions on the positive or negative connotation of lawfare will therefore lead us 
far from the real analysis of the essence of this phenomenon. 

In this context, it is worth remembering that states always try to ground their activity 
in international relations in accordance with international law. Historically, even in 
circumstances of armed conflicts, states try to justify their activity. The concept of “just 
war” is a good example of such practice (Robinson, 2003). It is nothing but an attempt 
to justify ones aggression.

To date, lawfare in this or that form is a standard state practice in international relations. 
It was previously considered as part of diplomatic encounters between states or the activ-
ity of international arbitration and court institutions (as peaceful means of settlement of 
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international disputes). This is explained by the fact that reference to international means 
of adjudication is possible only after all parties have consented to the dispute. Those states 
willing to initiate a procedure in court or arbitration are thus forced to find disputes that 
would be covered by existing consents for the application of such procedures. To a certain 
extent, this can be interpreted as manipulation or misuse of international law. This may 
be the reason why many definitions of hybrid warfare do not refer to lawfare as an integral 
part  (referring instead to diplomatic means of hybrid warfare). 

In a situation of actual hybrid conflicts, international legal justification of state actions is 
crucial. This can be explained by the main peculiarity of such conflicts, namely indirect 
or hidden application of force among states in circumstances of total international legal 
prohibition of use of force and threat of force. States are forced to be very cautious imple-
menting such activity in order for them not to be blamed for violating international law 
(Rajkovic and Vennesson, 2012). As an example, we can mention that even the Russian 
Federation (understanding the lawlessness of its actions) is always trying to present legal 
arguments in support of its actions which will justify them or at least prove that they do 
not constitute violation of international law. Such “free” interpretation of international 
law led to the understanding of such practice as the specific approach of the Russian Fed-
eration towards international law and the imposition of this approach on the whole inter-
national community (Zadorozhnii, 2015). One is to understand that such an approach 
threatens the essence of international law, taking into account that methods of lawfare 
used by the Russian Federation undermine the basis of generally accepted concepts of 
international law (Voyger, 2018).

In this context, it is necessary to mention the main peculiarity of lawfare on the interstate 
level. When we are talking about private legal conflicts, we should understand that they 
are limited within national legislation and cannot violate measures established by states 
in their local systems of law. But speaking about interstate relations and conflicts, states 
are the subjects who are creating law (i.e. measures regulating their relations) and, in this 
case, we have a rather vague situation regarding the qualification of state activity as to 
whether it is: lawful use of international law; misuse of international law (namely lawfare 
activity); creation of international law; or violation of international law. In other words, 
sometimes it is hard to correlate real state actions with one of these categories and to 
qualify them as an act of lawfare, e.g. such a phenomenon as “humanitarian intervention” 
(Mises Institute, 2011). Scholars have debated whether this is violation of international 
law, creation of a new concept of international law, lawful action, or misuse by states of 
the possibilities provided by international law. China’s establishment of a so-called Air 
Defence Identification Zone (Vanhullebusch and Shen, 2016) and the territorial dispute 
in the South China Sea (Hsiao, 2016) cause the same doubts. All these issues complicate 
research into lawfare because, additionally, it is necessary to distinguish it from the above-
mentioned qualifications and use additional criteria for this (Jones, 2016).
 

Episodes of lawfare in  
Ukraine – Russia armed conflict

The above considerations about the definition, place and composition of lawfare are 
confirmed by the practice of Ukraine in armed conflict with the Russian Federa-

tion. In addition, the said practice proves it is necessary to distinguish lawfare from other 
elements of hybrid warfare. 

An example of connecting lawfare with other dimensions of hybrid warfare was the mu-
tual blocking of international carriage by the Russian Federation and Ukraine in 2016. 
It is necessary to remember that individuals started to block movement of trucks from 
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Russia to the territory of Ukraine (Kyivpost, 2016). In response, the Russian government 
decided to prohibit transit of Ukrainian cargo through the territory of the Russian Fed-
eration (BBC, 2016). Ukraine referred to the mechanisms for the settlement of interna-
tional disputes within the World Trade Organisation stating that the Russian Federation 
had violated the principle of freedom of transit (WTO, 2019). In this case, Ukraine at 
least received an informational and economic advantage due to the fact that the Russian 
Federation responded to the actions of individuals (non-governmental persons) with a 
legislative act, which (contrary to the acts of individuals) can be challenged within the 
system of the WTO. 

The discussion of peacekeeping operations in the east of Ukraine can be mentioned as 
an example of how Russia deals with international institutions. The Russian Federation 
proposed a draft resolution to the UN Security Council on this issue (Euroactiv, 2017). 
It was manifestly an unacceptable document for Ukraine, as it stated that there is an 
internal conflict within the territory of Ukraine. In other words, Ukraine was put into 
a position where it had to start negotiating on the basis of this document (which meant 
it was weakened in negotiation from the very beginning, as the main standpoint of this 
draft dictated the whole trend of the discussion) or to reject it (in which case it meant 
that Ukraine looked as if it was not willing to settle the armed conflict). In this situa-
tion, Ukraine chose third option which was procedurally available – Ukraine stated that 
discussion on this issue should be started on the basis of the Ukrainian application to 
the UN Security Council which was provided much earlier (International Crisis Group, 
2018). This application was made by Ukraine due to the events in the east of Ukraine and 
Crimea and named the Russian Federation as an aggressor. This statement actually put 
the Russian Federation into a situation in which it had wanted to put Ukraine by playing 
with UN procedural rules – the initial application of Ukraine was totally unacceptable for 
the Russian Federation as it qualified events as an international conflict and the Russian 
Federation as the aggressor. 

An additional example of the use of international institutional mechanisms is the situ-
ation involving the distribution of Crimea’s international dialling code. The Russian 
Federation intentionally increased the number of its representatives in the International 
Telecommunication Union before it met. Due to these actions, Ukraine failed to obtain 
prohibition from the ITU for Russia to use its international code for Crimea (NKRZI, no 
date). This is used by the Russian Federation as one of the indirect arguments for Crimea 
belonging to the Russian Federation. 

Inspections of ships under the Ukrainian flag in the Azov Sea can be used as an example 
of the Russian Federation to legitimising its actions. In this context, Russia pushes the 
main legal arguments to justify its actions: if the actions under discussion took place near 
the Crimean shore, this is violation of the territorial waters of the Russian Federation; if 
the actions under discussion took place in the Kerch Strait, these issues are safeguarded 
(BBC, 2018). Moreover, such inspections are carried out intentionally, protractedly, and 
manifestly thoroughly without formal violation of international rules regulating the car-
rying out of such actions. By these means, Russia actually blocks Ukrainian shipping 
vessels in these waters. 

It is also worth mentioning the attempts of the Russian Federation to use international 
treaty mechanisms to delegitimise actions of other states. In relation to the poisoning in-
cident in Salisbury and in response to accusations from the United Kingdom, the Russian 
Federation made a request for cooperation and the provision of documents in accordance 
with the Convention on the Prohibition of the Development, Production, Stockpiling 
and Use of Chemical Weapons and on their Destruction (Roth, 2018). The United King-
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dom refused, which gave grounds for the Russian Federation to blame it for not fulfill-
ing the provisions of the said convention and, additionally, violation of human rights 
and the Vienna Convention on Consular Relations. By taking this action, Russia shifted 
discussion of the topic in the media to violation of international law rules by the United 
Kingdom instead of suspicions of Russian participation in the events. 

The examples above show that the Russian Federation uses legal mechanisms to put pres-
sure on Ukraine and other states within the scope of hybrid warfare. Another possible 
conclusion is that to date Russian Federation uses lawfare to support other dimensions 
of hybrid warfare through legitimisation of its own actions or delegitimising the actions 
of other states. Russia’s actions in the legal dimension are an intermediate chain aimed at 
achieving advantages in other spheres of hybrid warfare, especially in information. 

The most prominent example of such actions is firing on Ukrainian military forces in 
the east of Ukraine from residential areas and claiming that returned fire as is a Ukrain-
ian violation of international humanitarian law (International Partnership for Human 
Rights, 2017); the position of the Russian Federation in respect of the MH-17 catastro-
phe (providing of fake evidence that such actions were committed by a Ukrainian fighter 
or Ukrainian missile (UNIAN, 2019); the shifting of the discussion in the media towards 
the Ukrainian governmental authorities not closing its air space in the area and that such 
actions constitute violation of international air law (Sharkov, 2016) etc. In all these ex-
amples, the Russian Federation was the originator of the actions. In addition, there was 
supporting legal argumentation with pointed coverage in the media aimed at persuading 
people that Ukraine was a grave violator of international law. 

Examples of programming actions of  
opponent state via means of lawfare

In legal practice when there is a confrontation of private persons, lawyers (or invited 
counsellors) devise complex strategies aimed at winning such an encounter. This phe-

nomenon is very popular in precedent systems of law where two principles are equally 
fundamental: the principle of justice and the competitive principle. The implementation 
of the second principle together with the concept of a ‘day in court’ (namely the advan-
tage of hearing a case in court over several days, instead of continuous investigation of 
evidence and case files, which is a distinctive feature of continental law systems) leads to 
the popularity of such procedural strategies in this system of law. Such strategies, together 
with procedural legal diversions (such diversions are mostly legitimate in their essence, 
although they are often very close to illegal acts), contain non-legal actions. For example, 
creating mass media pressure, supporting psychological specialists aimed at achieving the 
necessary effect on the audience and specialised selection of a jury.

By involving the wider population in a discussion about international relations, states 
cannot simply apply international law in contemporary interstate conflicts. This state-
ment is especially accurate when we are talking about hybrid warfare, which forces states 
to elaborate and implement international legal strategies as sufficient actions in the course 
of lawfare or as a means of support for other dimensions of hybrid warfare aimed at pro-
tecting their international interests and sovereignty. 

While using lawfare as a means of contemporary hybrid warfare, it is not enough to 
react to the actions of the opponent and act within the limits stipulated by international 
law. It is necessary to create events or legal situations which can be used subsequently 
on international and local levels in favour of achieving advantages in lawfare or other 
dimensions of hybrid warfare. It does not mean that every state should copy the tactics 
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of the Russian Federation and carry out manifest violations of international law. Within 
the limits established by international law, Ukraine might, for example, exercise actions 
in legal and other spheres aimed at provoking a specific legal reaction from the Russian 
Federation, which would be beneficial for Ukraine for the protection of its sovereignty 
and territorial integrity. 

In some cases, Ukraine is already implementing such actions. We previously looked at 
the example of the Russian Federation blocking cargo on the territory of Ukraine. In this 
case, the Russian Federation was actually cited as a violator of WTO rules. One question 
remains – whether these actions were planned by Ukrainian governmental authorities or 
Ukraine simply took advantage of the existing situation. 

Another example of such actions is the situation in the Azov Sea which started from the 
Ukrainian detention of the fishing boat ‘Nord’ and members of its crew on 25 March 
2018 (Interfax, 2018b). From the international law and local legislation perspectives, the 
actions of Ukraine were completely legitimate: the boat was registered on the territory of 
the Autonomous Republic of Crimea (legally territory of Ukraine); it went to sea without 
documents necessary under Ukrainian legislation; and members of the crew (legally citi-
zens of Ukraine) only had Russian passports, which are not recognised by Ukraine. Putting 
aside the question of whether this detention was planned or spontaneous, it is necessary to 
mention that these actions of Ukraine placed Russia in a complicated legal trap. If Russia 
exercised any legitimate activity aimed at protecting this boat and members of its crew, 
the Russian Federation would recognize the above statements, namely that the boat and 
members of its crew were under the jurisdiction of Ukraine. In other words, the Russian 
Federation would indirectly recognise that Crimea was still an integral part of Ukrainian 
territory. That is why the situation came to a dead end. Russia actually refused to take any 
actions in the legal dimension for the release of the boat and members of its crew. 

Having no legal means to resolve the situation, Russia started to capture and inspect 
(manifestly, continuously and in a rude manner) all ships going through the Kerch Strait 
and Azov Sea into Ukrainian ports, and to detain (actually steal) Ukrainian fishery boats 
and members of their crews (Interfax, 2018a). This situation culminated in a ram attack 
and the chasing and shooting of Ukrainian warships and members of their crews on 25 
November 2018. These events became the subject of arbitration in accordance with the 
United Nations Convention on the Law of the Sea (ITLOS, no date). 

Another example is the blockade of Crimea (Financial Times, 2015) and separate parts of 
Donetsk and Lugansk regions (Reuters, 2017). From the stand point of international law, 
these territories are an integral part of Ukraine which are occupied by another state. Any 
actions taking by Ukraine in respect of them are an internal question for Ukraine. In this 
dimension, the Russian Federation cannot produce any material argument. It is therefore 
not surprising that Russia is shifting discussion about these issues from the actual situa-
tion and the right of Ukraine to implement these actions towards alleged violations by 
Ukraine of international human rights law (Ukraine Crises Media Center, 2020). 

Hypothetical actions within lawfare aimed at  
programming the actions of an opponent state

Taking into account the logic of this investigation, it is necessary to indicate hypo-
thetic lawfare actions, which could be or can be implemented by Ukraine in cir-

cumstances of hybrid warfare against the Russian Federation. The main goal of these 
proposals is to illustrate that existing legal instruments can be applicable in a situation of 
interstate conflict with the aim of achieving advantages of any kind. 
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Ukraine might, for example, use provisions of the CIS Convention on Legal Assistance 
and Legal Relations in Civil, Family and Criminal Matters. Both Ukraine and the Russian 
Federation are signatories of this document. In accordance with article 13 of the Conven-
tion, official  documents issued in one state are recognised on the territory of other states. 
On the other hand, and in accordance with part 3 of the Convention, court decisions of 
one state are recognised and are subject to enforcement on the territory of other states 
(Minsk Convention, 1993). For confirmation of the Ukrainian citizenship of the Crimean 
population (e.g. people who became victims of political repression promoted by the gov-
ernmental authorities of the Russian Federation), Ukraine may adopt regulations on the 
issuance of a special certificate verifying Ukrainian citizenship or initiate some procedures 
in Ukrainian courts to establish who holds Ukrainian citizenship. The Russian Federation 
will have two options: to recognise such certificates or court decisions; or disregard them 
and denounce the Convention. The second action will constitute violation of international 
law because the Convention is automatically renewed every five years. Denunciation is 
possible only by a notification deposited twelve months prior to the end of the respective 
five-year period. Ukraine previously made a mistake – it did not object to similar cases 
initiated by Ukrainian citizens on the territory of occupied Crimea. Crimean courts obvi-
ously refused to consider such cases. It makes judicial confirmation of Ukrainian citizen-
ship for such people almost impossible in the future. 

Another example can be found in the huge scandal which took place in the Ukrainian 
media regarding the criminal responsibility of members of Ukrainian voluntary battalions 
for different offences committed during the armed conflict in the east of Ukraine (Ukraine 
Crises Media Center, 2017). It seems that in this situation, the state authorities and media 
had to facilitate such an activity. Leaving aside the question of the real responsibility of 
said persons for the mentioned violations, it is necessary to remember that after recogni-
tion of the jurisdiction of the International Criminal Court and if there is respective ap-
plication, Ukraine will be obliged to transfer such people for criminal prosecution in that 
international court. In this case, the existence of judgments of Ukrainian courts against 
participants of Ukrainian voluntary battalions will become a serious argument for non-
fulfilment of such applications due to the principle of complementarity (one of the basic 
principles of ICC) and the general legal principle non bis in idem – it would appear that 
such persons were already brought to criminal responsibility for the committed offences. 
In addition, by exercising criminal prosecution in these cases, Ukraine will have an op-
portunity to define the scope of responsibility of such people and the methods for carrying 
out sentencing on its own.

Another fantastic example exists which will clearly show that it is time for Ukraine to cre-
ate circumstances under which the Russian Federation will be obliged to start negotiations 
and act within the limits established by international law. Let’s imagine the consequences if 
Ukraine digs across the Isthmus of Perekop and makes a shipping channel from the Black 
Sea to the Azov Sea, both shores of which will be under the control of Ukraine, in other 
words transforms Crimea into island. Firstly, Ukraine will receive a shipping channel to 
the Azov Sea beyond the control of the Russian Federation. Secondly, Russia will be forced 
to react in the political & legal dimension or to start direct and full-scale military action 
against Ukraine. Second option is less probable because it will be considered as direct ag-
gression against Ukraine. Ukraine can also minimise such a possibility and can perform all 
works by means of a concession agreement with the participation of US and UK compa-
nies. If the Russian Federation reacts in the political and legal dimension, Ukraine will have 
serious advantages. It will be possible for Ukraine to stipulate the conditions for settling 
this dispute, e.g. the return of all Ukrainian ships and members of their crews which are 
illegally captured by the Russian Federation, ensure free passage through the Kerch Strait, 
delimitation of the Azov Sea, and the return of Crimea to the jurisdiction of Ukraine.
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Centralisation of lawfare activity

The measures discussed above and the general effective activity of the state in condi-
tions of lawfare are impossible without their coordination. Firstly, planning and 

implementing such actions should be carried out by specialists who are not bound by 
day-to-day legal maintenance of state interests. The volume of day-to-day legal work 
within state authorities will become a serious obstacle for in-house specialists to struggle 
effectively with other states in the legal dimension. Secondly, implementation of lawfare 
measures needs the broad coordination of state authorities together with the involvement 
of the media and civil society. Such coordination cannot be achieved as part of the ordi-
nary course of activity of state authorities. 

Such centralisation is absent in Ukraine. It leads to a number of problems even in the 
sphere of representation of state interests in international adjudication institutions. For 
example, to date, Ukraine, Ukrainian state enterprises and private persons from Ukraine 
are participating in dozens of arbitral and court cases against the Russian Federation and 
people affiliated with it. Due to the absence of coordination of these proceedings, the 
legal positions of Ukraine are sometimes in contradiction in different cases. It complicates 
the protection of Ukrainian interests in each and every case. It is necessary to mention 
that Ukrainian scholars proposed making such centralisation at least in specific directions 
of encounters with the Russian Federation (Glavcom, no date). Sporadic recent attempts 
to implement such centralisation have appeared in Ukrainian practice. The Ministry of 
Foreign Affairs, for example, implemented an online platform for coordination of inter-
national actions for releasing Ukrainian political prisoners (KMU, 2020). In addition, it 
was announced that Ukraine will provide an online platform for interactive information 
about all court and arbitral cases of Ukraine against the Russian Federation. 

It would be logical for Ukraine, and aiming to centralise lawfare actions against the Rus-
sian Federation, to use the mechanisms of the National Security and Defence Council of 
Ukraine. The status of this institution and existing provisions of Ukrainian Constitution 
and Law “On the National Security and Defence Council of Ukraine” make it possible to 
ensure a sufficient level of coordination of the state authorities for the effective preserva-
tion of Ukrainian interests. 

Class actions as a means of lawfare

In terms of lawfare with the Russian Federation, it is necessary to consider the possibili-
ties of the cooperation of Ukraine with other states and international organisations. To 

illustrate this approach, such a proposal may be considered: establishment, together with 
the European Union, of joint control over the gas pressure and its volume that transits 
from the Russian Federation to the EU through the territory of Ukraine. Such a mecha-
nism would eliminate the constant attempts of the Russian Federation to delegitimise 
Ukrainian actions in this sphere (Prokip, 2020).

The initiating of a joint application from Ukraine and Romania to the International 
Court of Justice requesting an interpretation of the decision of this institution on delimi-
tation of the continental shelf in the Black Sea as of 3 February 2009 (ICJ, no date) can 
be considered as a hypothetical means of lawfare in the form of international class action. 
In taking this action, Ukraine may obtain additional indirect confirmation that Crimea 
is still an integral part of Ukrainian territory. 

Such cooperation can be implemented on a permanent basis. For example, in accordance 
with the EU –Ukraine Association Agreement, the Association Council was created in 
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addition to the possibilities of consultations under this agreement. It is also possible to 
create Association Committees (EU –Ukraine Association Agreement, no date). All these 
mechanisms can be used as a means to coordinate the actions of Ukraine and the EU in a 
lawfare encounter with the Russian Federation. A successful recent example of reference 
to these means exists – in 2018, when the Russian Federation lowered the gas pressure in 
the main pipeline, Ukraine referred to the consultancy mechanisms of the EU – Ukraine 
Association Agreement. As a result of these actions, the attempts of the Russian Federa-
tion to label Ukraine as an unreliable gas transit state were ruined. 

Conclusion

In contemporary international relations and in conditions of the actual application of 
hybrid warfare, lawfare needs to be investigated separately as an integral part of it. It 

is obvious that lawfare can be used independently and together with other elements of 
hybrid warfare (economic, diplomatic, military, information etc.). 

Lawfare can be defined as usage of law aimed at delegitimizing the actions of an opponent 
(or legitimising one’s own) and tying up the time and resources of the opponent and 
achieving advantages in military activity or in any sphere of social relations.

The investigation of state actions during the Ukraine – Russia armed conflict proves that 
lawfare is an objective phenomenon of contemporary international encounters and part 
of hybrid warfare. The Ukrainian practice of participation in lawfare revealed a lot of 
practical problems related to its implementation, however, and the main one is absence 
of centralised coordination of the actions of state authorities for the effective protection 
of state interests. 
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